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ID Theft  

The NAME GAME……. 

 

Don’t Get Played! 



Identity Theft:  

   

 Learn the basics-  

– What it is. 

– How it happens. 

– Who are the perpetrators are and 
how to defend against them. 

– How to recognize when fraud has 
occurred. 

– What to do if you are victimized. 

 
   

 



 
What is id theft? 

 When someone steals your personal 

information to commit fraud 

– Open credit card accounts, buy goods 

– Take out loans 

– Apply for utility and cell phone service 

– Open bank accounts 

– Seek employment 

– Obtain medical care  



Identity Fraud Trends 

1. Just recently, the number of adult victims has 

increased 12%,  and still continues to be the fastest 

growing crime in the nation.  (FTC estimates 1 in 4 

people will become victimized at some point). 

 

2. The average fraud amount per case has increased 

and costs a total of $54 billion annually. 

 

3.  An average victim can expect to see over $6,000 

illegally charged in their name.  The average cost to 

the individual is $373 to clear his name. 



Identity Fraud Trends  

4. Victims are spending less time to resolve  

identity fraud cases.  (about 21 hrs as opposed to 

some estimations of 40 hrs – 600 hrs). 

 

5. Most data compromise takes place through more 

traditional ways and not via the Internet. 

 

6.  Lost or stolen wallets, checkbooks or credit 

cards continue to be the primary source of 

personal information theft.  



Identity Fraud Trends  

7. Nearly 70% of consumers are shredding 

documents, so that trash as a source of 

data compromise is now less than 1 

percent.  

  

8.   The 65+ demographic age group has 

the    smallest rate of identity fraud 

victims. 



Identity Fraud Trends  

 

9. Over half the victims were 18-39 years old. 

 

NOTE: 

   Most victims could identify the source of the 
data compromise and could identify the 
person who misused their information.  



Identity Fraud Trends 

10.  Almost half of all identity 

theft is perpetrated 

by……………………….. 



Family members, relatives, 

friends, neighbors, in-

home employees, or 

someone KNOWN to the 

victim! 
 



Victims of Identity Theft Face….. 

 Increased credit card rates 

 Higher interest rates 

 Higher insurance premiums 

 Closure of bank accounts 

 Missed job opportunities 

 Rejected education, home  or car loans 



The Criminals – Low Tech 

 

 Dumpster Divers (commercial and residential 
trash) 

 - (KY has new law relating to businesses and 
the destruction of personal information – KRS 
365.725)  

 

 Theft of wallets, purses, and mail 

 

 Dishonest employees with access to records 

 

 

 



The Criminals – High Tech 

Get info from:  

 Internet (company databases, websites, breaches, 
social networking sites!!) 

 Public Domain public filings (such as deeds and 
some court records). 

 Collusive Employees (large scale theft from billing 
centers, financial institutions, government agency 
employees).  

 Hacking 

 Email and telephone scams (phishing). 

 Careless online shopping and banking 

 



Stay Alert 

* Keep an eye on your credit card, if possible, when 
using it in restaurants or other stores.  Keep up 
with your receipts. 

  

 *  Monitor your mail.  Are you missing bills or 
credit card statements?  

  

 *  Are you getting calls or letters from debt 
collectors or businesses about merchandise or 
services you didn't  purchase?  

 



Stay Alert  

 

  Are you being denied credit, or being offered less 

favorable credit terms, such as a higher interest 

rate, for no apparent reason? 

 

 Are you receiving credit cards that you didn’t apply 

for? 

 

 Do you have unauthorized charges on your 

accounts? 

 

 



What Should I Do To Avoid  
Becoming A Victim 

 To reduce or minimize the risk of 

becoming a victim of identity theft or 

fraud,  just remember the word 

"SCAM":  



What Should I Do To Avoid  
Becoming A Victim 

 S - Be stingy with your personal 
information – don’t give it to others unless 
you have a reason to trust them, 
regardless of where you are. (This 
includes people calling you or emailing 
you). 



What Should I Do To Avoid  
Becoming A Victim 

 C -  Check your financial information 

regularly, and look for what should be there 

and what shouldn't.  You  generally have 60 

days to dispute items on your bank and 

credit card statements. 
  



What Should I Do To Avoid  
Becoming A Victim 

 

A -  Ask periodically for a copy of your credit 

report. Look for accounts the you don’t 

recognize or inaccurate info. 

 

 (Online at 

https://www.annualcreditreport.com, or call            

1–877–322–8228). 

 

  



What Should I Do To Avoid  
Becoming A Victim 

 

M - Manage and maintain your personal 

information in a safe place. 



When Should I Reveal My SSN?   

 Note:  Not every request for your SSN is an 

attempt to steal your identity, but not every 

request is mandatory.  In general, you will 

need to provide your SSN to: 

– Employers for wage and tax reporting purposes. 

– Financial institutions, banks, card issuers, etc. 

– Landlords or utility providers. 

– Government agencies. 

– Credit reporting agencies. 

 



If Asked for Your SSN  

 Be sure to ask questions to help you decide 

whether to reveal it: 

– Why do you need my SSN? 

– Will you accept a different form of id? 

– How will you use my SSN? 

– How will you protect my SSN? 

– What will happen if I don’t provide my SSN? 



Identity Theft is a Crime…. 

 Hope no one has YOUR number! 
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What Should I Do If I've Become A 
Victim           

Get an ID Theft Victims Kit. (Call the Kentucky 
Attorney General’s Office at 1-888-432-9257, or 
get it online at http://ag.ky.gov/idtheft). 

 

Report the incident to law enforcement.  
(Your local police department or the Kentucky 
State Police.)  Keep records. 

 

 



What Should I Do If I've Become A 
Victim 

Call the fraud units of the three main 

credit bureaus and ask that your credit 

reports be “flagged with a fraud alert”.   

                                       

●  Equifax, 1-800-525-6285, TDD: 800-255-0056.    

●  TransUnion, 1-800-680-7289, TDD: 877-553- 7803.   

●  Experian, 1-888-EXPERIAN, TDD: 800-972-0322  

 



What Should I Do If I've Become A 
Victim 

 There are two types of alerts: 
 

    An initial alert stays on your credit report for at 
least 90 days. (If you suspect you have been, or are 
about to be a victim).  NO CHARGE 

 

    An extended alert stays on your credit report for 
seven years. (If you are a victim). NO CHARGE 

 
 



What Should I Do If I've Become A 
Victim 

Consider putting a “security freeze” 
on your credit report with each 
credit bureau. Your credit report will not be 
shared with others, such as potential creditors, 
without your authorization. Cost: $10 each time 
you place, lift or remove a freeze. No charge for 
id theft victims who provide a valid police 
report. 

 



What Should I Do If I've Become A 
Victim 

Opt out of receiving pre-screened or 

pre-approved credit offers. Prohibits 

credit bureaus from selling your name for 

marketing purposes. www.optoutprescreen.com, 

or 888-5-OPT-OUT. Good for 5 yrs. or you can 

make it permanent.  

 



What Should I Do If I've Become A 
Victim 

Contact all creditors with whom your name or 

identifying data have been fraudulently used, 

and close accounts. 

 

Contact all financial institutions where you 

have accounts that an identity thief has taken 

over or that have been created in your name 

but without your knowledge 



What Should I Do If I've Become A 
Victim 

 Follow up in writing with all contacts you have 

made – send mail certified, return receipt 

requested. 

Keep copies of all correspondence. 

Keep old files even if you believe your 

problem is resolved. 



ID THEFT  

No one is Immune!! 

 

But we are NOT POWERLESS!! 



 

 

Internet Resources 
Try these web sites for more information about ID theft: 

 Kentucky Attorney General 

 Office of Consumer Protection 

 www.ag.ky.gov/idtheft 

 

 

 Better Business Bureau 

 www.bbbonline.org/IDTheft 

 

 Privacy Right Clearinghouse 

 www.privacyrights.org/identity. 

 

 Federal Trade Commission 

 www.ftc.gov/idtheft 

 www.onguardonline.gov/ 

 

 

 ScamBusters 

 www.scambusters.org 

 

 Identity Theft Resource Center 

 www.idtheftcenter.org 

 

 Experian 

 www.experian.com 

 

 Equifax 

 www.equifax.com 

 

 Trans Union 

 www.transunion.com 

http://www.ag.ky.gov/idtheft
http://www.bbbonline.org/IDTheft
http://www.ftc.gov/idtheft
http://www.onguardonline.gov/
http://www.scambusters.org/
http://www.idtheftcenter.org/
http://www.experian.com/
http://www.equifax.com/
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